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GENERAL PERSONAL DATA PROTECTION POLICY 

Logica Corp is a company committed to guaranteeing the right to personal data protection. For 

this reason, Logica Corp has prepared this General Personal Data Protection Policy (“Policy”) to 

inform you about the use we give to your personal data, in compliance with the Organic Law on 

Personal Data Protection (“LOPDP”), its implementing regulations, and other applicable 

regulations on the matter (collectively, the “Personal Data Protection Regulations”). 

 

1. DATA CONTROLLER 

 

For the purposes of this Policy, Logica Corp is the data controller. Below are Logica’s contact 

details: 

 

Name LOGICA CORPP  

Address 411 Park Grove, Katy, TX 77450 

Email dataprotection@logica-us.com 

Phone 
 
754-256-7183 
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DEFINITIONS 

This Policy refers to the following definitions: 

Concept Definition 

Personal Data Protection 
Authority 

Refers to the Superintendence of Personal Data 
Protection. 
 

Consent A free, specific, informed, and unequivocal 
expression of will by which the data subject 
authorizes the use of their personal data. 

 
Personal Data 

Information that identifies or makes an individual 
identifiable, directly or indirectly. 

Sensitive Data Data related to: ethnicity, gender identity, cultural 
identity, religion, ideology, political affiliation, 
criminal record, migration status, sexual orientation, 
health, biometric data, genetic data, and any data 
whose improper processing may lead to 
discrimination or may infringe fundamental rights 
and freedoms. 
 

Recipient A natural or legal person to whom personal data is 
communicated. 
 

Data Processor A natural or legal person, public or private, public 
authority, or other entity that accesses and processes 
personal data on behalf of the data controller. 
 

Data Controller A natural or legal person, public or private, public 
authority, or other entity that, alone or jointly with 
others, determines the purposes and means of 
processing personal data. For the purposes of this 
Policy, this is Logica Corp. 
 

Data Subject A natural person whose personal data is processed. 
 

Processing Any operation or set of operations performed on 
personal data, such as collection, recording, 
organization, structuring, storage, adaptation, 
modification, deletion, indexing, extraction, 
consultation, use, possession, distribution, transfer, 
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communication, or any other form of enabling 
access, comparison, interconnection, limitation, 
suppression, destruction, and, in general, any use of 
personal data. 

Transfer or Communication Delivery, disclosure, or any form of revelation of 
personal data to a person other than the data subject, 
controller, or processor. 

 

2. PRINCIPLES 

 

Logica Corp will process personal data in accordance with the principles established in the 

LOPDP: 

Concept Definition 

Lawfulness Logica Corp will process personal data in compliance 
with the principles, rights, and obligations established 
in the Constitution, international instruments, and 
the Personal Data Protection Regulations. 

Fairness The processing carried out by Logica Corp will be 
performed in good faith and aligned with the 
purposes communicated to data subjects. 

Transparency Information related to the processing of personal 
data will be accessible and easy to understand. 

Purpose The purposes of processing will be duly determined, 
explicit, legitimate, and communicated to the data 
subject. Logica Corp will not process personal data 
for purposes other than those disclosed. 
 

Relevance and Minimization Personal data will be limited to what is necessary to 
fulfill the purposes of processing. 
 

Proportionality Processing will be necessary and not excessive in 
relation to the purposes for which the personal data 
was collected. 
 

Confidentiality 
 

Logica Corp will adopt measures to maintain the 
confidentiality and protection of information during 
and after the processing activities. 
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Quality and Accuracy Logica Corp will make its best efforts to ensure that 
personal data being processed is complete and up to 
date, so that its accuracy is not compromised. 
 

Retention Logica Corp will store personal data for the time 
necessary to fulfill the purposes for which it was 
collected, or as established in specific regulations that 
set document retention periods, as well as during the 
statute of limitations for legal actions. 
 

Security Logica Corp will adopt adequate and necessary 
security measures to protect confidentiality, integrity, 
and availability of personal data. 
 

Proactive and Demonstrable 
Accountability 

Logica Corp has verification mechanisms that 
demonstrate compliance with the Personal Data 
Protection Regulations. 

 

3. SOURCE OF PERSONAL DATA 

 

Logica Corp collects your personal data because you have provided it through physical or 

electronic communications, social networks or instant messaging platforms, physical or digital 

forms, when requesting a quotation, when acquiring our products or services, or through the 

video surveillance cameras installed on our premises. 

 

4. PURPOSES, LEGAL BASIS, AND PERSONAL DATA SUBJECT TO 

PROCESSING 

 

Logica Corp uses personal data from suppliers, clients, job candidates, and employees to fulfill 

its corporate purpose. 

The use of personal data is carried out based on one or more legal bases that authorize the 

processing. 

Below are the purposes of processing, the personal data used, and the legal basis that permits 

such use: 
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4.1. Suppliers: 
 

Processing 
Activity 

Purpose Personal Data Legal Basis 

Supplier 
assessment 
 

Review and select 
quotations for the 
purchase of goods 
or services and 
verify potential 
conflicts of interest. 

Basic data: First 
name, last name, ID 
or RUC number, 
email and phone 
number, job title, 
bank account 
number, bank and 
account type, 
economic activity. 
 

Execution of pre-
contractual 
measures. 

Supplier creation Register the supplier 
in Logica’s internal 
systems to generate 
purchase orders and 
payments, pay the 
supplier, and issue 
tax documents. 

Basic data: First 
name, last name, ID 
or RUC number, 
phone number, 
address, email, bank 
account number, 
bank and account 
type. 
 

Fulfillment of 
contractual 
obligations. 

Supplier payment Make payments for 
acquired goods or 
services. 

Basic data: First 
name, last name, ID 
or RUC number, 
phone number, 
address, email, bank 
account number, 
bank and account 
type. 
 

Fulfillment of 
contractual 
obligations. Legal 
obligation. 

Balance 
confirmation 
 

Verification of 
balances, payments, 
and/or collections. 

Basic data: First 
name, last name, ID 
or RUC number, 
phone number, 
address, email, 
purchase amounts 
and balances, 
economic activity. 

Fulfillment of 
contractual 
obligations. 

Compliance with 
tax and 

Issue withholding 
certificates and 

Basic data: First 
name, last name, ID 

Legal obligation. 
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accounting 
obligations 

accounting records. 
Communicate 
financial 
information to 
external auditors for 
audit report 
preparation. 

or RUC number, 
email, address, 
phone number, 
amounts. 
 

Information 
update 

Information update. Basic data: First 
name, last name, ID 
or RUC number, 
phone number, 
address, email, bank 
account number, 
bank and account 
type. 
 

Fulfillment of 
contractual 
obligations. 

Video surveillance For security 
purposes to protect 
facilities, assets, and 
individuals. 

Basic data: Image. Legitimate interest.. 

 

 

4.2. Clients 
 

Processing 
Activity 

Purpose Personal Data Legal Basis 

Client 
qualification 
 

Verify credit 
capacity and 
potential conflicts of 
interests. 

Basic data: First 
name, last name, ID 
or RUC number, 
signature, email, 
phone number, 
references, banking 
and credit 
information, 
property 
information. 
 

Execution of pre-
contractual 
measures. 

Client creation Registration and 
documentation for 
collection 

Basic data: First 
name, last name, ID 
or RUC number, 

Fulfillment of 
contractual 
obligations. 
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management and 
invoicing. 

email, phone 
number, job title, 
credit information. 
 

Compliance with 
tax obligations 

Issuance of invoices. Basic data: First 
name, last name, ID 
number, phone 
number, address, 
email. 
 

Legal obligation. 

Collection 
management 

Recovery of 
outstanding 
amounts. 

Basic data: First 
name, last name, ID 
number, phone 
number, address, 
email 

Fulfillment of 
contractual 
obligations. 
 

Video surveillance Security of 
individuals, assets, 
and Logica’s 
information. 

Basic data: Image. Legitimate interest. 

 

4.3. Candidates 
 

Processing 
Activity 

Purpose Personal Data Legal Basis 

Candidate 
selection 

Evaluate and 
analyze candidate 
profiles according to 
the job position. 

Basic data: First 
name, last name, ID 
number, address, 
phone number, 
email, date of birth, 
age, place of birth, 
marital status, 
nationality, sex, 
image, professional 
experience, 
profession, degrees, 
courses, credit 
information, 
references. Special 
categories of 
personal data: 
Criminal record. 

Execution of pre-
contractual 
measures. Consent. 
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Communications 
with candidates 

Inform candidates 
about the selection 
process. 

Basic data: First 
name, last name, 
phone number, 
email. 
 

Execution of pre-
contractual 
measures. 

Psychometric 
testing 

Assess the 
candidate’s 
aptitudes. 

Basic data: First 
name, last name, ID 
number, and 
psychometric test 
results. 
 

Consent. 

Video surveillance Security of 
individuals, assets, 
and Logica’s 
information. 

Basic data: Image. Legitimate interest. 

 

 

4.4. Employees 
 

Processing 
Activity 

Purpose Personal Data Legal Basis 

Conflict of interest 
review 

Verify potential 
conflicts of interest. 

Basic data: First 
name, last name, ID 
or RUC number, 
email, phone 
number, job title, 
bank account 
number, bank and 
account type, 
economic activity. 
 

Fulfillment of 
contractual 
obligations. 

Employee 
onboarding 

Formalize the 
employment 
relationship. 

Basic data: First 
name, last name, ID 
number, phone 
number, address, 
email, professional 
experience, spouse 
information, 
dependents’ 

Fulfillment of 
contractual 
obligations. 
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information, 
education, degrees, 
courses. 
 

Induction Inform employees 
about internal 
security policies 

Basic data: First 
name, last name, ID 
number, job 
position, 
department. 
 

Legal obligation. 

Compliance with 
labor registration 
obligations before 
the Ministry of 
Labor 

Manage all 
processes required 
by the Ministry of 
Labor and 
applicable 
regulations. 

Basic data: First 
name, last name, ID 
number, phone 
number, address, 
email, job position, 
salary, start date, 
work schedule, 
contract type. 
 

Legal obligation. 

Compliance with 
social security 
affiliation 
obligations 

Register the 
employee with the 
Ecuadorian Social 
Security Institute 
and manage 
associated processes 
 

Basic data: First 
name, last name, ID 
number, phone 
number, address, 
email, job position, 
salary, start date, 
work schedule, 
contract type. 

Legal obligation. 

Communications Maintain direct 
communication 
with employees 
regarding 
employment 
matters. 

Basic data: First 
name, last name, 
email. 

Fulfillment of 
contractual 
obligations. 

Pre-employment 
medical exams 

Verify employee 
health and fitness in 
compliance with 
occupational safety 
obligations. 

Basic data: First 
name, last name, ID 
number, gender, 
marital status, age, 
blood type, phone 
number, address, 
email, emergency 
contact, education 
level, work 

Legal obligation. 
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experience. Special 
categories: 
Disability and health 
data. 
 

Occupational 
medical exams 

Verify employee 
health and fitness in 
compliance with 
occupational safety 
obligations. 

Same categories as 
above, including job 
position, start date, 
job changes, 
workplace accidents. 
Special categories: 
Disability and health 
data 
. 
 

Obligación legal. 

Return-to-work 
exams 

Verify employee 
health and fitness 
for reinstatement. 

Same categories as 
above. Special 
categories: 
Disability and health 
data. 
 

Legal obligation. 

Exit medical 
exams 

Verify employee 
health upon 
termination. 

Basic data: First 
name, last name, ID 
number, job 
position, start date, 
end date, job 
changes, workplace 
accidents. Special 
categories: 
Disability and health 
data. 
 

Legal obligation. 

Workplace 
accident 
management 

Investigate and 
report workplace 
accidents to 
competent 
authorities. 

Basic data: First 
name, last name, ID 
number, sex, marital 
status, age, phone 
number, address, 
time employed, job 
position, profession. 
Special categories: 
Health data. 
 

Legal obligation. 
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Home visits Verify employee 
health status after 
workplace accidents 
and conduct 
physical 
examinations. 

Basic data: First 
name, last name, 
address, phone 
number, email, date 
of birth, age, 
emergency contact, 
dependents. Special 
categories: 
Disability and health 
data. 

Legal obligation. 

Payroll processing Manage salary 
payments and 
applicable 
deductions. 

Basic data: First 
name, last name, ID 
number, phone 
number, address, 
email, salary, 
banking 
information. 
 

Fulfillment of 
contractual 
obligations. Court 
order. 

Payment of 
statutory benefits 
 

Pay profit sharing, 
overtime, and other 
legally mandated 
benefits. 

Pay profit sharing, 
overtime, and other 
legally mandated 
benefits. 
 

Fulfillment of 
contractual 
obligations. Legal 
obligation. 

Payroll reviews Verify payment of 
salaries, overtime, 
and benefits 

Basic data: First 
name, last name, ID 
number, phone 
number, address, 
email, housing 
details, salary, 
dependents’ 
information, 
vacation records, 
start and end dates, 
work schedule. 

Fulfillment of 
contractual 
obligations. Legal 
obligation. 

Safety and health 
training 

Maintain records of 
compliance with 
mandatory training. 
 

Basic data: First 
name, last name, ID 
number, signature, 
job position. 

Legal obligation. 

Issuance of 
electronic 
equipment 

Maintain a record of 
electronic devices 
assigned and their 
return. 

Basic data: First 
name, last name, ID 
number, signature, 

Fulfillment of 
contractual 
obligations. Legal 
obligation. 
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 job position, 
department. 

Enrollment in 
corporate benefits 
 

Provide corporate 
insurance benefits. 

Basic data: First 
name, last name, ID 
number, phone 
number, email, 
address. 
 

Consent. 

Offboarding and 
settlement 
processes. 

Offboarding and 
settlement 
processes. 

Basic data: First 
name, last name, ID 
number, job 
position, start date, 
end date, vacation 
records, salary. 

Fulfillment of 
contractual 
obligations. Legal 
obligation. 

Video surveillance Security of 
individuals, assets, 
and Logica’s 
information. 

Basic data: Image. Legitimate interest. 

 

5. DATA SUBJECT CONSENT 

 

In cases where Logica Corp processes personal data based on the data subject’s consent, 

authorization will be requested and the individual will be specifically informed about the use of 

their personal data. Consent will include the following elements: 

• Freely given: free from defects of will. 

• Specific: expressly determining the means and purposes of the processing. 

• Informed: in compliance with the principle of transparency. 

• Unequivocal: leaving no room for doubt or interpretation regarding its granting. 

The data subject may revoke their consent at any time through the contact details provided at 

the beginning of this Policy. 
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6. RIGHTS OF DATA SUBJECTS 

 

Logica Corp guarantees the exercise of the following rights recognized under the LOPDP: 

 

Right Description 

Information  
You have the right to receive clear and timely 
information about how your personal data is 
collected, used, shared, and stored, as well as the 
contact details for submitting inquiries or exercising 
your rights. 
 

Access  
You have the right to know whether Logica Corp is 
processing your personal data and, if so, to request a 
copy of such data. 
 

Rectification and Updating 
 

 
You have the right to request that Logica Corp 
correct or update your personal data when it is 
incomplete, inaccurate, or outdated, providing the 
necessary supporting information. 
 

Deletion  
You have the right to request that Logica Corp delete 
your personal data, for example, when it is no longer 
necessary for the informed purposes, when the 
retention period has expired, when processing is 
unlawful, affects your rights, or when you have 
withdrawn your consent. 
 

Objection  
You have the right to object to the processing of your 
personal data when it is used for direct marketing or 
when there is a legitimate interest that you consider 
affects your rights. 
 

Portability  
You have the right to request that Logica Corp 
provide your personal data in a structured, 
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commonly used electronic format, or to have it 
transferred directly to another controller when 
technically feasible. 
 

Suspension  
You have the right to request that Logica Corp 
temporarily limit or suspend the processing of your 
personal data, for example, while verifying its 
accuracy, when processing is unlawful, or for the 
formulation or defense of claims. 
 

Right not to be subject to 
automated decisions 

 
You have the right not to be subject to decisions 
based solely or partially on automated processing that 
significantly affect your interests. In such cases, you 
may request an explanation, submit observations, 
request human review of the decision, and, if 
applicable, challenge it. 
 

 

7. EXERCISING YOUR RIGHTS 

 

To exercise the rights described above, you may submit a request: (i) physically at Logica’s 

address indicated at the beginning of this Policy, or (ii) by sending a digital request to: 

dataprotection@logica-us.com 

Logica Corp will respond within the timeframe established in the Personal Data Protection 

Regulations. However, you may be asked to clarify or complete the information provided; you 

will have 10 business days to do so, otherwise your request will be archived. 

Regardless of the above, you may file a complaint directly with the Personal Data Protection 

Authority if you believe that Logica’s response violates your rights or if your request is not 

addressed within the legally established timeframe. 

 

 

 

 



 

 

 
 

GENERAL PERSONAL DATA 
PROTECTION POLICY  

 

 
 

Code: 
LOPDP-000-001 

Date of Preparation: December 26, 2025 

Responsible Area Last Review: March 13, 2026 

LOPDP Page: 16 of 18 

 

Document prepared as part of the regulatory compliance system under the Personal Data Protection 
Law. 

 
© LOGICA CORP.  All rights reserved 

8. DATA OF CHILDREN AND ADOLESCENTS 

 

In general, Logica Corp does not process personal data of children or adolescents due to the 

nature of its business activities. However, such data may be processed to comply with legal or 

judicial obligations. 

Logica Corp will only process minors’ personal data when a valid legal basis permits it. 

 

9. TRANSFERS OR DISCLOSURES OF PERSONAL DATA 

 

Logica Corp may transfer or disclose your personal data to third parties when: 

(i) necessary to fulfill the purposes described above; 

(ii) required by law or by order of a competent authority; or 

(iii) you have expressly authorized such transfer. 

To comply with legal obligations, Logica Corp may transfer personal data to the following entities, 

among others: 

• Ministry of Labor 

• Ecuadorian Social Security Institute (IESS) 

• Internal Revenue Service (SRI) 

• Superintendence of Companies, Securities and Insurance 

• Courts and tribunals 

• Office of the Attorney General 

• National Police 

• Superintendence of Personal Data Protection 

Personal data processing may involve international transfers, for example, for information 

storage services. In such cases, Logica Corp will ensure that the receiving party maintains 

adequate standards of protection, confidentiality, and security, especially when the transfer is 

made to countries without an adequate level of protection. 
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10. RETENTION OF PERSONAL DATA 

 

Personal data will be stored in databases owned or managed by Logica Corp for the time 

necessary to fulfill the purposes described in this Policy and, thereafter, for the additional period 

required to comply with legal or contractual obligations or the statute of limitations for potential 

legal actions. 

Once the purposes have been fulfilled and, where applicable, the legal retention periods have 

expired, Logica Corp will proceed with the secure deletion or anonymization of the personal data 

so that data subjects can no longer be identified. In justified cases, data may remain blocked—

meaning it will not be used for new purposes—solely for handling claims or complying with legal 

obligations. 

 

11. SECURITY MEASURES 

 

Logica Corp adopts technical, organizational, legal, and physical measures to protect personal 

data and mitigate risks of unauthorized access, loss, alteration, misuse, or disclosure. These 

measures are implemented considering the nature and volume of the data, technological 

standards, implementation costs, risks, and best practices. 

Technical measures: 

Use of systems with user accounts and passwords, role-based access permissions, restrictions 

on modifying or deleting information, firewalls, cybersecurity tools, and data backups. 

Organizational measures: 

Periodic training on personal data protection, internal policies and procedures for handling 

rights requests, security incident management, and data protection by design and by default. 

Legal measures: 

Confidentiality and data protection agreements with employees and third parties who may 

access personal data due to their roles. 

Logica Corp continuously reviews and improves its security measures, evaluating their 

effectiveness and adjusting them to new risks, technological advances, or regulatory changes. 
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12. REFUSAL TO PROVIDE DATA OR PROVIDING INCORRECT DATA 

 

If the data subject refuses to provide personal data or objects to its processing, Logica Corp will 

be unable to assist with their request, as it will not be able to perform the necessary processing. 

Therefore, Logica Corp will be unable to fulfill the informed purposes. 

If incorrect or inaccurate personal data is provided, Logica Corp will also be unable to fulfill the 

informed purposes. The data subject is solely responsible for ensuring that the personal data 

provided is true, complete, and up to date. 

 

13. POLICY UPDATES 

 

Logica Corp periodically reviews and updates this Policy in response to regulatory changes in 

data protection and in accordance with guidelines issued by the Personal Data Protection 

Authority. 

The most recent update to this Policy was made on March 13, 2026. 


